HNucTpyKkuus 151 00y4armmxcs 1mo odecrnevyeHu 0 nHGopMauMoOHHOH 0e30IaCHOCTH
NpUHCcNoab30BaHNu ceTH « IHTepHeT) 11 pa3MellleHUs! B y4eOHbIX KaOUHeTaXx, B
KOTOPBIX OCYHIeCTBJISAETCH 10CTYN B ceTh « UHTEepHET»

C KxaXIpIM TOJOM MOJIOJCKH B HMHTEPHETE CTAHOBUTHCA OOJNbIIE, a IMIKOJIHHHUKH
OIHM W3 CaMbIX AKTHUBHBIX MoJb30BaTened PyHera. Mexny TemM, MOMHMO OTpOMHOrO
KOJINYEeCTBAa BO3MOXKHOCTEH, MHTEPHET HECET W MpoOsieMbl. JTa MaMATKa JIOJKHA ITOMOYb
TeOe 0e30IIacCHO HaXOAUTHCS B CETH.

KomnbrorepHbie BUpPYyChbl

KoMmmbploTepHblii  BUpPYC - 3TO pa3HOBUAHOCTh KOMIIBIOTEPHBIX IMPOTpamm,
OTJIMYUTEIHLHON OCOOCHHOCTBIO KOTOPOHM SIBIISIETCS CIIOCOOHOCTh K pa3sMHOXKEHUI0. B
JIOTIOJTHEHHE K ATOMY, BUPYChI MOTYT MOBPEAUTDH WM OTHOCTHIO YHHUTOXHUTDH BCe (Qailiibl 1
JaHHbIE, TOJKOHTPOJIbHBIE IOJIB30BATENI0, OT HUMEHH KOTOpOro Obula 3alylleHa
3apakCHHas IpOrpaMMa, a TaKXKe IMOBPEAUTh WIM JaXe YHUYTOXXHUTH OINEPALMOHHYIO
cucTeMmy co BceMu (aiimamu B 11esioM. B OONbIIMHCTBE CllydaeB pacpOCTPaHSIOTCS BUPYCHI
4yepe3 NHTEPHET.

MeToabl 3a1UThI OT BPEIOHOCHBIX IPOrPAMM:

1. Hcnone3yih COBpEMEHHBIE OIEpPALMOHHBIE CHCTEMbl, HMEIOIIHNE CEPbE3HBIH
YPOBEHB 3aLUTHI OT BPEAOHOCHBIX MTPOTrpaMM;

2. TlocrosHHo  ycraHaBnuBail  matud  (UUGPOBBIE  3aIUIaTKH,  KOTOpBIE
aBTOMATHUYECKH YCTAHABJIMBAIOTCS C LENbIO JOPAOOTKU MPOTrpamMMbl) U Ipyrrue OOHOBIICHUS
CBOEH omepanuoHHOW cucteMbl. CkauMBail HX TOJNBKO C OQHIMAIBHOTO caifTa
paspabotunka OC. Ecnu cymiecTByeT pe:)KUMaBTOMAaTHIECKOTO OOHOBJICHHS, BKJIFOUYH €T0;

3. PaGotaii Ha CBOEM KOMIBIOTEpE IIOJl TIpaBaMH I[IOJB30BATENs, a He
aJMUHHUCTpaTOpa. OTO HE TO3BOJUT  OOJNBIIMHCTBY  BPEJOHOCHBIX  IPOrpaMm
MHCTAJIJIIPOBATHCS HA TBOEM IEPCOHATIBHOM KOMIIBIOTEPE;

4. Hcnonb3yi AHTUBUPYCHBIE MpOrpaMMHBIE MPOAYKTHI W3BECTHBIX
MIPOU3BOIUTENCH, C aBTOMATHYECKIM OOHOBJICHHEM 0a3;

5. Orpanndb GU3HUECKHUH TOCTYM K KOMITBIOTEPY 711 TOCTOPOHHUX JIUIL;

6. Vcnonp3yil BHEIIHHE HOCHUTENHM WH(POpPMALUHU, TaKue Kak (Quielika, AUCK WIH
¢aiin U3 UHTEpHETa, TOJIBKO U3 MPOBEPEHHBIX HCTOYHUKOB;

7. He oTKpbIBail KOMIIbIOTEpHBIE (DaiiiIbl, MOTyUYEeHHBIEC U3 HEHAAE)KHBIX UICTOUHUKOB.
Jlaxxe Te (paityipl, KOTOPBIE TPHUCIIAT TBOW 3HAKOMBIN. JIydie yTouHH y HEro, OTIPaBIIsI JIU
OH Te0e UX.

Cern WI-FI

Wi-Fi - 310 He BUA nepenaun JaHHbBIX, HE TEXHOJIOTHSA, a BCETO JIMIIb OpeHI, MapKa.
Eme B 1991 romy Humepmanackas kommaHus 3apeructpupoBasia Openn "WECA", dro
obo3nayano  cioBocoueranue "Wireless Fidelity", korTopelii mepeBOIUTCS  Kak
"GecripoBOIHASE TOYHOCTH'".

Jlo Hamiero BpeMeHH Jolia apyras abOpeBuarypa, KOTOpas SIBISETCS TaKoW ke
TexHonorueil. Ito abOpeBuarypa "Wi-Fi". Takoe Ha3BaHue OBUIO JaHO C HAMEKOM Ha
cTaHzapT Bbicimied 3BykoBoW TtexHuku Hi-Fi, uto B mnepeBome o3HauaeT "BBICOKAs
TOYHOCTB'".

Ha, OecniaTHbIi HMHTEPHET-IOCTYNl B Kade, OTeNIX W a’poroprax sBISETCS
OTJINYHOM BO3MOXHOCTBIO BbIXOJAa B HMHTEpHET. HO MHOrmMe »KCIepThl CUHMTAKOT, 4YTO
obmenocrynusie Wi-Fi cetu He SBISIFOTCS 6€30MIaCHBIMH.

CoBeTbl 10 6€301acHOCTH PabOTHI B 0OIIEIOCTYMHBIX ceTsX Wi-fi:

1. He nepenaBaii cBoro nnuHyro uHpopmanuio yepe3 obuienocrynusie Wi-Fi cetn.
PaGoras BHUX, jkelaTeIbHO HE BBOAUTDH MAPOJIH JOCTYIA, JOTHHBI U KaKUe - TO HOMEpa,

2. Ucnonp3yii 1 OOHOBISAN aHTHUBHPYCHBIE NPOrpaMMbl U Opanamayep. Tem caMmbiM
THI 00€30MacHIb ce0s1 OT 3aKaUKH BUPYyCa HA TBOE YCTPOMCTRO;

3. Ilpu ucnons3oBanun Wi-Fi otkmoun ¢ynkumoo "OO0ummii gocryn x daiinam u
npuHtepam". JlanHast GyHKUHMS 3aKphITa 10 YMOJTYaHHIO, OJTHAKO HEKOTOPbIE MOJIb30BaTEIN
aKTUBHUPYIOT €€ JUIsl y100CTBa HCIIOIb30BaHMs B paboTe miu y4eoe;



4. He ucnons3yit myonmuunsidi WI-FI nns mepemaum JUYHBIX JTaHHBIX, HalpuMep
JUTSI BBIXOJIaB COLMAJIbHBIE CETH WJIU B 3JICKTPOHHYIO MOYUTY;

5. Ucnonp3yil Tonpko 3ammiieHHoe coeauuenue yepe3 HTTPS, a mwe HTTP, T.e.
npu HabopeseO-aapeca BBoau uMeHHo "https://";

6. B moOunbHOoM Tenedone ortkmoun ¢GyHknuio llomkmoyenne k  Wi-Fi
aBTomatnuecku'". He nomyckaii aBToMaTu4eckoro MoKII0UeHHs yecTpoiicTBa K ceTsiMm Wi-Fi
6e3 TBOEro coriacusi.

CoumanbHble cetn

ConmanbHble CeTH aKTHBHO BXOJSAT B HAIly XW3Hb, MHOTHE JIIOAUW PabOTaOT U
KHUBYT TaM IOCTOSHHO, a B Facebook yxke 3apeructpupoBaH MWILIHApP] YEIOBEK, YTO
SBJISIETCSL OAHOW CEAbMOM BCEX JKUTEJEH IIaHeThl. MHOrme mojap30BaTed HE NOHUMAIOT,
910 WHpOpMAIUs, pa3MElIeHHAass MU B COIMATBHBIX CETSAX, MOXKET OBITh Hali/leHa H
HCIOJIb30BaHa KEM yTOJIHO, B TOM YHKCJIe HE 00s13aTENIbHO ¢ OJ1aruMu HAMEPEHUSIMHU.

OcHOBHBIE COBETHI 110 0€30MaCHOCTU B COLUATBHBIX CETAX:

1. Orpannyb cMCOK Apy3eil. Y TeOs B APY3bsX HE JOKHO OBITH CIYYalHBIX U
HE3HAKOMBIX JIFOICH;

2. 3amuimnai cBo YacTHYIO KW3Hb. He yka3biBail maponu, TenedoHsl, agpeca, AaTy
TBOETO POXICHUS U JPYryl0 JHYHYIO HWHOOpPMANHI. 3MOYMBIIUICHHHUKH MOTYT
UCIOJIb30BaTh Jake MH(GOPMAIUIO O TOM, KaK Thl M TBOU POIUTENH IIAHUPYETE MPOBECTU
KaHUKYJIBL;

3. 3amminaii CBOIO penmyTaIuio - IEP>KH €€ B UNCTOTE U 3a/1aBail cebe BOIPOC: XOTe
OBl ThI, 4TOOBI APYTHE MOTH30BATEIN BHJICIH, YTO ThI 3arpyskaemib? [lomymaii, mpexie uem
YTO-TO OMYOJIMKOBATh, HAMIMCATh U 3arPY3UTh;

4. Ecnmu Tbl TOBOpHILL C JIOJbMH, KOTOPHIX HE 3HACIllb, HE HCIOJb3YH CBOE
peasibHOE UM U JIPYTYIO JINYHYI0 UH()OpPMALMK: UMsI, MECTO >KUTEJIbCTBA, MECTO Y4eObl U
npouee;

5. U3berait pasmemenus Qororpaduit B HHTEepHeTe, rae Thl u300pakeH Ha
MECTHOCTH, IO KOTOPOM MOXHO OINPEAEIIUTh TBOE MECTOMOI0KECHHUE;

6. IIpu peructpanyii B COIMAIBLHON CETH HEOOXOIUMO HCITOJIB30BATh CIIOKHBIC
MAPOJIH,COCTOSIIME 13 OYKB U UMD U ¢ KOJTMYECTBOM 3HAKOB HE MEHee &;

7. Jlns comumanbHOM CETH, MOYTHI M JAPYTHMX CAWTOB HEOOXOIMMO HCITOJIH30BATh
pasHble maponu. Torga eciaw TeOS B3JIOMAIOT, TO 3JIOYMBIIUICHHUKH IOJYYaT JOCTYII
TOJIBKO K OJIHOMY MECTY, a HE BO BCE Ccpa3y.

DJIeKTPOHHbIE JeHbI U

DONEKTPOHHBIE JEHBIU - OTO OYEeHb YAOOHBIA CIMOCOO TMJaTeked, OJHAKO
CYUIECTBYIOT MOIIIEHHUKH, KOTOPbIE XOTAT MOJYYUTh 3TU JCHBTU.

DJIEKTPOHHBIE ICHBI'U MOSBUIIUCH COBCEM HEJIaBHO U UMEHHO M3-3a 3TOT0 BO MHOTUX
rocyiapcTBax JI0 CUX IOp He MPOMUCAHO PO HUX B 3aKOHAX.

B Poccun xe oHM (PYHKIIMOHUPYIOT M O HUX YK€ MPOMUCAHO B 3aKOHE, TIe HX
pa3nendaioT Ha HECKOJbKO BHJIOB - AaHOHUMHBIE M HE aHOHUMHBIE. Pa3Huma B TOM, 4TO
AHOHHUMHBIE - 9TO T€, B KOTOPBIX Pa3pelIacTcsi MPOBOIUTE oreparuu 6e3 uaeHTU(UKAIUN
M0JIb30BATENs, @ B HEAHOHUMHBIX WJCHTHU(PUKAIMS MT0JIb30BATENs ABISETCS 00513aTENbHOM.

Taxxke  cmemyer  pa3nuuaTh — ONEKTPOHHBIE  (UATHBIE  JCHBIU  (paBHBI
rOCyJapCTBEHHBIM BaJlOTaM) W OJEKTPOHHBIE HepUaTHbIE JEHbIU (HE PaBHBI
rocyJapCTBEHHBIM BaJIIOTaM).

OcHOBHBIE COBETHI 110 0€301acHO paboTe ¢ AIEKTPOHHBIMU JI€HbraMU:

1. TlpuBsku K cueTy MOOWIBHBIN TenedoH. DTO camblii yHOOHBIM M OBICTpBIA
croco0 BOCCTAHOBUTH JOCTYM K cueTy. [IpuBsizanHbIil TenedoH MOMOXKET, eclid 3a0yaerb
CBOH IUIATEKHBIN NIApOJIb UM 3alIe1Ib HA CAUT C HE3HAKOMOI'O YCTPOMCTBA;

2. HUcnonp3yit ogHOpa3oBbie nmapoiu. [locne nepexona Ha YCUIIEHHYIO aBTOPU3ALIUIO
Tebe yxke He OyJeT YrpoKaTh OMAaCHOCTh KPaKU WIIH MepeXBaTa IIaTeXHOTO MapoJs;

3. Breibepu cioxHbIi mapoiib. [Ipectynmaukam OyneT HE MPOCTO YraaaTh CIOMXKHBIN
napoJyib. HanexxHble mapoyid - 3TO MapoJid, KOTOPBIE COJEpKaT HE MEHee 8 3HAKOB U



BKJIIOYAIOT B c€0s CTPOUYHBIE U MPONUCHBIE OYKBBI, HUPPHI U HECKOJIbKO CHUMBOJIOB, TaKUE
KaK 3HaK J1ojuiapa, GyHTa, BOCKIMIATENbHBIH 3HaK 1 T.11. Hanpumep, $tROng!;;

4. He BBOIM CBOM JIMYHBIEC TAHHBIE HA CaliTax, KOTOPBIM HE JI0BEPSICIIIb.
DJIEKTPOHHAS 1OYTA

ONEeKTpOHHAas Io4YTa - 3TO TEXHOJOTUS U IPENOCTABISEMBIE €I YCIYI'M IO
NEPEChUIKE M TOJYYEHUIO DJIEKTPOHHBIX COOOLIEHWH, KOTOPBIE PpacHpeAeistoTcs B
KOMIBIOTEpHON ceTH. OOBIYHO AIIEKTPOHHBIA IMOYTOBBIM SIIMK BBITJISIAUT CJIEIYIOIIUM
o0Opa3oM: UMs_IOJb30BaTEI(@HUMA_JoMeHa. Takke KpoMe Iepefayd MpOCTOro TEKCTa,
MMeeTcsl BO3MOKHOCTD IepeiaBaTh (haiibl.

OcHOBHBIE COBETHI IO 0€30MacHO paboTe ¢ AIEKTPOHHOMN MOUYTOM:

1. Hamo BBIOpaTh NpaBUIIbHBIN MOYTOBBIA CepBUC. B MHTEpHETE €CTh OrpOMHBII
BbIOOD OECIUIATHBIX MOYTOBBIX CEPBUCOB, OJTHAKO JIyYIlle JOBEPATh TEM, KOrO 3HAellb U KTO
IIEPBBII B PEUTHUHTE;

2. He ykaspiBaii B JIW4YHON moduTe auuHylo uHMopmaruio. Hanpumep, mydmre
BbIOpaTh "My3bIKabHBINA (panaTt@" win "pok2013" Bmecto "temal3";

3. Ucnonp3yil ABYXATAHYIO aBTOPHM3ALMIO. ODTO KOTJa IMOMHUMO Mapojisi HYXKHO
BBOJIUTH KOJI, TpHUChLIaeMbIil 1o SMS;

4. Bp10epu CI0KHBIN mapoib. st KaKI0ro MOYTOBOTO SITUKA JOJIKEH OBIThH CBOM
HAJICXKHBIM, YCTOMUUBBIN K B3JIOMY I1apOJIb;

5. Ecim ecTh BO3MOXKHOCTh HalucaTh CaMOMY CBOM JIMYHBIA BOIPOC, MCHOJIb3YH
3Ty BO3MO>KHOCTB;

6. Mcnonb3yil HECKOJIBKO MOYTOBBIX SIIIMKOB. [IepBbIi i1 4aCTHON MEPENUCKH C
azipecaTaMM, KOTOPBIM Thl JOBEPSENIb. DTO JIEKTPOHHBIN aJpec HE HA/l0 UCIOIb30BaTh IpU
peructpanuu Ha GopyMax U caiTax;

7. He oTkpbIBail ¢aiisiel U Jpyrue BIOKEHUS B MUCbMAX, NAXKe €CIM OHH MPHIIUIA OT
TBOUX Apy3ei. Jlydle yTouHu y HUX, OTIIPABIISIIN JIM OHU TeOe 3TU (Daiiiibr;

8. [locne oxoH4YaHMs PabOTHI HA MOYTOBOM CEPBUCE MEpPE]] 3aKPbITHEM BKIAIKU C
caiitoM He 3a0yap HakaTh Ha "BeriiT".

Ku0epOy/uIMHT 1M BUPTYaJIbHOE M3/1€BaTeIbCTBO

KubepOymnuHr - mpecienoBaHue COOOIIEHUSMHU, COJCPKAIIMMH OCKOPOICHMUS,
arpeccHio, 3amyruBaHue; XYJIUTaHCTBO; COLUAIbHOE OOWKOTUPOBAHHWE C TIOMOIIbIO
Pa3IMYHbIX HHTEPHETCEPBHCOB.

OcHOBHBIE COBETHI IO 00pHOE ¢ KNOESPOYUTMHTOM:

1. He ©pocaiics B 0oii. JIyummii cioco6: mOCOBETOBAThCS Kak ceOst BECTH U, €CIH
HET TOTrO, K KOMY MOKHO OOpaTUThCS, TO BHadalle YCHOKOMTbcA. Ecimu Thl HayHellb
OTBEYATh OCKOPOJICHUSIMU HAOCKOPOJICHHS, TO TOJIBKO e1lie OOJIbIIe Pa30iOKellb KOHIIUKT;

2. YrpaBisii cBoel KubeppenyTaimei;

3. AHOHUMHOCTH B ceTd MHUMas. CyIIeCTBYIOT CIIOCOOBI BBISICHUTB, KTO CTOUT 32
AHOHUMHBIM aKKayHTOM;

4. He crout BecTH XynUraHcKuii o0pa3 BUPTYyaJIbHOM ku3HU. MIHTEpHET (hukcupyer
BCE TBOU JICHCTBUS M COXPAHSET UX. Y JAIUTh UX OyAET KpailHe 3aTPyIHUTEIBHO;

5. Coburoaii CBOIO BUPTYaJIbHYIO YE€CTh CMOJIONY;

6. UrHopupyii enuHuuHbi HeraTuB. OgHOpPA30BBIE OCKOPOUTEIBHBIE COOOIICHUS
my4iie urHopupoBaTh. OOBIYHO arpeccus MPEeKpamaeTcsi Ha HAYallbHOM CTaIn;

7. ban arpeccopa. B mporpammax oOMeHa MIHOBEHHBIMH COOOIICHHSMH, B
COIIMAJIBHBIX CETSAX €CTh BO3MOXKHOCTH OJIOKUPOBKU OTIIPABKM COOOIICHHUH C ONpeaeIeHHBIX
aJpecoB;

8. Ecnu 11 cBuzeTens kubepOysmuHra. TBOM NeHCTBUSA: BBICTYIIUTh POTUB
IIpeciieA0BaTes,oKa3aTh €My, YTO €ro JEHCTBUS OLEHUBAIOTCS HETaTHBHO, MOAJEP/KATh
KEPTBY, KOTOPOH HYKHAIICUXOJIOTHYECKas MOMOIIb, COOOIIUTH B3POCIBIM O (hakTe
arpecCUBHOIO MOBE/ICHUS B ceTH. MOOMIbHBIN TeJjie(hoH

CoBpemeHHbIE CMapTQOHBI U IUIAHIIETHl COJAEpPKAT B ceOe BIIOJHE B3POCIBIA
(YHKIIMOHAT, ¥ TENeph OHH MOTYT KOHKYPHUPOBATh CO CTAIlHOHAPHBIMU KOMIBIOTEPAMH.
OpnHako, CpeaCTB 3alTUThI ISl TOAOOHBIX YCTPOMCTB TMOKa O4YeHb Mayio. TecTupoBaHUE U



IIOMCK YSA3BUMOCTEH B HUX IPOMCXOIUT HE TaK MHTeHCUBHO, Kak s IIK, To xe camoe
KacaeTcs U MOOMIIbHBIX MTPHUIIOKEHUH.

CoBpeMeHHBIE MOOWIBHBIE Opay3epbl YK€ MNPaKTHYECKH TOTHATH HACTOJNBHBIC
aHaJIOTH, OJHAKO pacIIMpeHre (PyHKIMOHANa BieYeT 3a co00i OONBILIYIO CIIOKHOCTH H
MEHBUIYIO 3alUICHHOCTb.

Jlaneko He BCe MPOU3BOAMTENM BBIIYCKAIOT OOHOBJICHUS, 3aKpPbIBAIOIINE
KPUTHUYECKHUE ySI3BUMOCTH JUIS CBOMX YCTPOWCTB.

OCHOBHBIE COBETHI JUIsl 0€30MaCHOCTH MOOUIIBHOTO TenedoHa:

Huuero He siBisiercss mo-HacTodmeMy OecruiaTHBIM. byab ocTopokeH, Beab Koraa
TeOe mpeanaraoT OeCIUIaTHBIM KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKu€ - TO IUIaTHBIC
YCIyTH;

Hymaii, mpexxae ueM otnpaButh SMS, ¢hoTo wim Buaeo. Trl TOYHO 3HACIIB, TIE OHU
OyZayT B KOHEUHOM UTOTE?

Heo6xoaumMo 0OHOBIISITE ONIEPAIMOHHYIO CHCTEMY TBOETO

cMmapTdoHa;Vcronb3yit aHTUBUPYCHBIE IPOTPAMMBI /TSI

MOOWIJIBHBIX TeJIe(OHOB;

He 3arpyxaii nmpuiioxkeHus OT HEM3BECTHOIO MCTOYHUKA, BEJlb OHU MOTYT
COJIEp>KaThBPEOHOCHOE MPOrpaMMHOE 00eCTIEUeHHE;

[Tocne Toro xak Thl BBIHACUIL C caiiTa, A€ BBOAMI JUYHYIO MH(OPMAIIHIO, 3aiIU B
HacTpoWKHu Opay3epa u yaaium cookies;

[lepuoanuecku mpoBepsii, Kakue MIaTHbIE YCIYId aKTUBUPOBAHBI HA TBOEM HOMEDE;
JlaBaiicBoif HOMep MOOMIILHOTO TeeOHa TOIBKO JIFOASIM, KOTOPBIX THI 3HACITH U KOMY
JIOBEpSIEIlIb;

Bluetooth momkeH OBITH BBIKJIIOYEH, KOT/IAa Thl UM HE ToJib3yembes. He 3a0biBait
HMHOTIAMPOBEPSTH ITO.

Online urpsi

CoBpeMEHHBIE OHJIAWH-UTPBI - 3TO KPACOYHBIE, 3aXBaThIBAIOLIUE pa3BICUYCHMUS,
OOBEIMHSIONINE COTHU THICSY YEJIOBEK MO BCeMy MHUPY. MTpoKH HCCIEenyrOT NaHHBIA UM
MHUp, OOIIAIOTCS APYr C JPYroM, BBINOJHSIOT 3aJaHUsi, CPa)XalOTCs C MOHCTpaMU H
MOJIYYal0T OMBIT. 32 YIOBOJIBCTBHE OHU TUIATAT: MOKYMAIOT JUCK, OIIAYMBAIOT a0OHEMEHT
WM IPUOOPETAIOT KaKHe-TO OIIIUH.

Bce stu cpenctBa uMayT Ha MOJJEp)KAaHME M PA3BUTUE UIPHI, a TAKXKE HA caMy
0€30MMacHOCTh: COBEPIIEHCTBYIOTCS CHUCTEMbl aBTOPU3AIMM, BBIMYCKAIOTCS HOBBIE MaTud
(urdpoBbIe 3aMIaTKU I TPOrPaMM), 3aKPBIBAIOTCS YI3BUMOCTH CEPBEPOB.

B mogo6HBIX urpax CTOMT oOmacaTtbCsi HE CTOJIBKO CBOUX CONEPHUKOB, CKOJIBKO
KpakXul TBOETO MapoJisi, HA KOTOPOM OCHOBaHa CHCTEMa aBTOPU3ALUU OOIBIINHCTBA UTP.

OcHOBHBIE COBETHI 110 0€30MaCHOCTH TBOETO UTPOBOTO AKKAYHTA:

1. Ecniu gpyroit wrpok BemeT cels IUIOXO WJIM CO3[aeT Tebe HENmpUATHOCTH,
3a0JI0KHPYH €ro BCIIUCKE UTPOKOB;

2. Tloxanylics aaIMUHHUCTpATOpaM HWIrPbl HA IUIOXO€ MOBEAEHUE 3TOrO0 WIPOKa,
JKEJNaTeIbHONIPUIIOKUTh KAKHE-TO JI0KA3aTeIbCTBA B BUJE CKPUHOB;

3. He yxa3piBaii THYHYI0 HHPOPMALIUIO B Ipodaiiie Urpsl;

4. YBaxail Ipyrux y4acTHUKOB 110 UTPE;

5. He ycranaBnuBaii HeouIlnanbHbIE TATYU U MOJIBI;

6. Mcnonb3yii ClIOKHBIE U Pa3HbIE MAPOJIH;

7. Jlaxxe BO BpeMsl UIPbl HE CTOMT OTKJIIOYarTh aHTUBUpyC. [Ioka ThI Hrpaesb,
TBOMKOMIIBIOTEP MOTYT 3apa3UTh.

OUIIMHT WM KPasKa JUYHBIX JaHHBIX

OOBIUHON KpaXked IeHEeTr W JIOKYMEHTOB CETOJIHS Y€ HUKOTO HE YIAWBHUIIb, HO C
Pa3BUTHEM HWHTEPHET-TEXHOJOTUN 3J0YMBIIIJICHHUKN TMEPEMECTUIIUCh B HWHTEPHET, U
MIPOJIOJKAIOT 3aHUMATHCS "TIOOUMBIM" JTETIOM.

Tak mosBUIach HOBas yrpo3a: WHTEPHET-MOIICHHUYECTBA WM (DUIIHMHT, TJIaBHAs
1elb KOTOPOrO COCTOMT B MOJYYEHMHM KOH(HIEHIMANbHBIX NaHHBIX IOJb30BaTeNeh -
JOTMHOB U mapodeil. Ha anrnmiickom s3pike phishing unraercs kak ¢umunr (ot fishing -



pbIOHast TOBJIs, password - mapoJn).

OcHOBHBIE COBETHI IO OOPHOE ¢ PUIIUHTOM:

1. Cneqn 3a cBouM akkayHTOM. Eciau ThI mojo3peBaeiib, 4TO TBOS aHKeTa OblIa
B3JIOMaHa, TO HEOOXOIUMO 3a0JIOKUPOBATh €€ U COOOMIMTh aJIMUHUCTPATOpaM pecypca o0
3TOM KaK MOYXHO CKOpEE;

2. Wcnonw3yit Oe3omacHble BeO-CaiThl, B TOM 4YHCJE, WHTEPHET-Mara3uHoOB U
ITOMCKOBBIXCUCTEM;

3. Hcnonp3yii cliokHBIe M pa3Hble mapoiu. Takum oOpa3om, eciu Te0s B3IOMAIOT,
TO 3JIOYMBIIUICHHUKH MOJy4aT JOCTYM TOJBKO K OJTHOMY TBOEMY MPOQUIIIO B CETH, a HE KO
BCEM;

4. Ecnu Te0st B31OMaid, TO HEOOXOIUMO TMPEAYNPEAUTh BCEX CBOMX 3HAKOMBIX,
KOTOpBIE 100aBlIeHbI y T€0s B APY3bAX, O TOM, YTO T€Os B3JIIOMAJIM U, BO3MOXHO, OT TBOETO
UMeHU Oy/IeT pacchuIaThCs CIlaM M CCHUIKM Ha (DUITUHTOBBIC CANTHI,

5. YcranoBu HaaexHbIi naposb (PIN) Ha MoOUIBHBIHN TenedoH;

6. OTKJII0YM COXpaHEHHE MapoJis B Opay3epe;

7. He oTkpbIBaii aiiabl U APyTrUe BIOKEHUS B MMUCbMaX, JaXe €CIIM OHHU IPHIILIN OT
TBOMX JIpy3ei. JIyulie yrouHu y HUX, OTIIPABIISIIN JIM OHHU TeOe 3TU (ailiibl.

Hudposas penyrauus

[Mudposas penyranus - 3TO HeTaTHMBHAs WIM MO3UTHBHAs MHPOpPMALUS B CETU O
tebe. Komnpomerupyromniasi uHdpopmManys, pa3MelieHHasi B UHTEPHETE, MOXKET CEPbE3HBIM
o0pa3oM OTpa3uThcid Ha TBOeW peanbHOW xu3HU. "Lludposas pemyramus" - 3TO TBOM
UMUK, KOTOPBIN hopMupyeTcs U3 HHPpopManuu o Tebe B MHTEpHETE.

TBoe MecTo JKUTENbCTBa, ydeObl, TBOE (PUHAHCOBOE IOJOXKEHHE, OCOOCHHOCTH
XapakTepa 1 paccKasbl 0 OJIM3KUX - BCE 3TO HAKATUIMBAETCS B CETH.

MHorye TOAPOCTKM JIETKOMBICICHHO OTHOCSTCA K  IYOJUKAIMH  JIMYHON
nHpopmanuu B IHTepHETE, HE TOHUMAask BO3MOKHBIX MOCIEACTBUMN. ThI 1ake HE CMOXKeEIllb
JoragaTbcs O TOM, 4TO (hoTorpadus, pa3MelieHHast 5 JeT Ha3aj, craja MPUYNHONW OTKas3a
MIPUHATH TE€Os HA padoTy.

Kommenrtapuu, pasmenienne TBoux (otorpaduii m apyrue IEHCTBHS MOTYT He
MCYE3HYTh Ja)K€ IOCJE TOro, Kak Thl MX YyJaIWIIb. Thl HE 3HAEllb, KTO COXPAHUI 3Ty
uH(OpMaIMIO, ToNaja T OHA B MOUCKOBBIE CUCTEMbI M COXPaHMJIACh JIM OHA, a TJIaBHOE:
YTO TOAYMAIOT O TebOe OKpY)KAIoIUe JIOIU, KOTOphble HAWAyT W YBUIAT 3To. Haitm
MHGOPMAIIMIO MHOTO JIET CIYCTSI CMOXET JII00OH - Kak M3 JOOpPbIX MOOYXAEHUH, TaK U C
HaMEepEeHUeM IPUYUHUTH Bpel. ITO MOKET OBITh KTO YTOIHO.

OCHOBHBIE COBETHI 110 3aIUTe HU(PPOBOI peryTaluu:

1. Tlomymaii, mpexae 4eM 4To-TO MyOIMKOBaTh M TepenaBath y ce0s B Oyiore win
BCOLIMAJILHOM CETH;

2. B mHacrtpoiikax mnpoduis yCTaHOBM OTPaHUYECHHS Ha MPOCMOTP TBOETO
npoduiIs U erocolIepKUMOro, caenail ero ToapKo st apy3eit'”;

3. He pasmemaii u He yka3piBail HHGOPMAIMIO, KOTOpas MOXET KOro-Iubo
OCKOPOJISATH MIHOOMKATS.

ABTOpCKOE NpaBo

CoBpeMeHHbIE HIKOJIBHUKH - aKTUBHBIE MMOJIb30BAaTENH HU(POBOrO MPOCTPAHCTBA.
OnHako Janeko He BCe 3HAIOT, YTO MOJb30BaHME MHOTMMHU BO3MOXHOCTSIMH LH(POBOTO
Mupa TpeOyeT coOI0IeHUs PaB Ha HHTEIUICKTYAIbHYI0 COOCTBEHHOCTb.

TepMmuH "UHTEIUIEKTyaJbHasE COOCTBEHHOCTh" OTHOCHTCS K PA3IMYHBIM TBOPEHHSIM
YeJll0OBEYEeCKOr0 yMa, HauWHas C HOBBIX HM300peTeHMM U 3HAKOB, 00O03HAYAIOLIUX
COOCTBEHHOCTh Ha TMPOJIYKTHI M YCIYTd, M 3aKaHuMBas KHUTamHu, ¢ororpadusmu,
KMHO(MUIBMaMH U MY3bIKaIbHBIMU TIPOU3BEICHUSMHU.

ABTOpCKME TIpaBa - 3TO TIpaBa Ha WHTEIJICKTYAIbHYI0 COOCTBEHHOCTh Ha
MIPOM3BEACHUS HAYKH, JINTEPATYPhl U UCKycCTBAa. ABTOPCKHE MpaBa BBHICTYIAIOT B KaUeCTBE
rapaHTUU TOTO, YTO MHTEJUICKTYaJIbHBII/TBOPUECKUN TPyJ aBTOpa He OyIeT HaIlpacHBIM,
JacT €My CIpaBeUIMBble BO3MOXKHOCTH 3apaloTaTh Ha pe3yjbTaTaX CBOEro Tpyaa,
MOJyYUTh W3BECTHOCTh M TMpu3HaHue. Hukro 0e3 paspemieHuss aBTOpa HE MOXKET



BOCIIPOU3BOJUTh €ro MPOU3BEINCHHE, PACHPOCTPAHATh, MYOJIWYHO JAEMOHCTPUPOBATH,
npojaBaTh,  WUMIOPTUPOBaTh,  IyCKaTh B  NpPOKaT,  MYOJUYHO  HCIIOJHATE,
MOKa3bIBaTh/UCIIONHATE B 3upe miu pazmemiars B HTepHere.

Hcnonp3oBanue "mupaTckoro" MpOrpaMMHOrO OOECIIEYEHHST MOXKET INPHUBECTU K
MHOTHM pHCKaM: OT IMOTepU JaHHBIX K TBOMM aKKayHTaMm JI0 OJIOKMPOBKH TBOETO
YCTPOICTBa, TJle YCTaHOBJIEHA HeJleranbHas nporpamMa. He cTouT Takke 3a0bIBaTh, 4TO
CYUIECTBYIOT JIETaJbHbIE U OeCIIaTHbIE IPOTPaMMBbI, KOTOPHIE MOKHO HAMTH B CETH.

O nopraJjie

CereBu4oKk.pp - TBOW TJIABHBIM COBETUYMK B CETU. 3/1€Ch Thl MOXKEIIb Y3HATh O
0€30MacCHOCTH B CETH IMOHATHBIM M JIOCTYMHBIM SI3bIKOM, a TP BO3HUKHOBEHHH
KPUTHYECKOW CUTyallMl OOpPaTUTHCA 38 COBETOM. A Tak)Ke MPHUHATH y4yacTHe B KOHKypcax U
CTaTh CaMbIM HU(POBBIM TPAKIAHUHOM !

UHCTPYKIUSA I OBYYAIOINXCS O THOOPMAIIMOHHOM
BE3ONACHOCTU

HEJIb351
1. Bcem mompsa cooOmarek CBOIO 4YacTHYH HWHGOpMAIUioo (HACTOSIIHE WM,
dbamunuto, TenedoH, aapec, HOMEp IKOJbI, a Takxke (ororpadum CBOM, CBOCH CEMbU H
npy3eh);
2. OTKpbIBaTh BJIOKEHHBIE (Dalibl  AIIEKTPOHHOM IOYTHI, KOIJa HE 3HAellb
OTHPABUTCIIA;
3. I'pyOuth, mnpuIUpaThCsi, OKa3bIBaTh IaBJIICHUE - BECTH ceOs HEBEXIUBO U
arpeccuBHO;

4. He pacnopspkaiicsi JeHbIaMH TBOEH ceMbH 0€3 pa3pelieHHs] CTapiiux - BCeraa
CIpallUBaipPOIUTEIEH;

5. He Bctpeualica ¢ MIHTepHET-3HAKOMBIMU B PEAJIbHON KU3HU - MOCOBETYHCS CO
B3pPOCJIBIM,KOTOPOMY JTOBEPSEIIb.
OCTOPOXHO

1. He Bce mumryt npaBay. Yuraems o cebe HenmpaBay B MHTepHeTe - coobmu 00
3TOM CBOMMPOJUTEINISM WM ONIEKYHAM;

2. [IpurnamaroT nepenuchiBaThCs, UTPaTh, 0OOMEHUBATHCS - IPOBEPH, HET JIM M10/IBOXA;

3. He3akonHoe konupoBanue ¢aiinos B IHTepHETE - BOPOBCTBO;

4. Bcernma pacckasbiBail B3pOCIIBIM O MPOOJIEMax B CETH - OHU BCET/Ia TIOMOTYT;

5. Wcnionb3yit HacTpOHKK 0€30MacHOCTH M NMPHUBATHOCTH, YTOOBI HE MOTEPATH CBOU
AKKayHTBIB COLICETAX U APYIUX MMOPTaNaX.
MOXHO

1. YBaxaii 1pyrux nojab30BaTeseH;

2. ITonb3yembest UHTEpHET-UCTOUYHUKOM - JI€JIail CChUIKY Ha HETO;

3. OTKpBIBail TOJIBKO TE€ CCHUIKH, B KOTOPBIX YBEPEH;

4. O0matbcsi 32 MOMOIIBIO B3POCHBIM - POAUTEIH, ONMEKYHbl M aJAMHHHCTPAIUS
CalTOB BCErNAIIOMOIYT;

5. Ilpoitnm  oOydyenue Ha caiite "CereBHMYOK" ¥ TONY4YH TMAacmopT HU(poOBOTrO

rpakJaHuHal



